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Abstract. In recent years, more and more people have been
pushed to direct usage of various information systems (IS)
developed by governmental, commercial, municipal, and
non-governmental organisations. IS were widely used
already for a relatively long time — 2 or 3 decades
(depending of state), however, people were not pushed to
use them directly, they were used by staff members of
organisations, so for clients it does not made a difference, do
they use an IS or, for example, a paper folder or a file
cabinet. Now people are increasingly required to use ISs
directly, which makes the process more challenging and
potentially dangerous. This article aims to analyse this
situation and these processes, trying to classify risks, draw
conclusions and provide recommendations.

Keywords: human rights, information system, public service,
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L DEFINITION

There are different ways to define what an
information system is — it can be based on understanding
of data input and output,

Iloo  cucmemoii nonumarom n060t 06vexm, KOMOPbHILL
00HOBPEMEHHO PACCMAMPUBAEMCsl U KAK eouHoe yenoe, u
Kax 06veQuHenHas 6 unmepecax docmudiceHust
NOCMABNIEHHbIX — yelell  COBOKYHNHOCHb — PA3HOPOOHbIX
anemenmos. Cucmemvl 3HAYUMENLHO OMAUYAIOMCA MEHCOY
€060l Kak no cocmagy, max u no 2AAGHbIM YesiM.

Hugopmayuonnan  cucmema - 95mo  cucmema,
0CYUWeCmEIAIOWas: NOLyYeHUue 6XOOHbIX OAHHBIX; 0OpabomKy
IMUX OAHHBIX U/UNU UZMEHEHUe COOCMBEHHO20 GHYMPEHHE20
COCMOsIHUA  (6HYMPEHHUX — C653ell/OMHOueHUll);,  8b10ayy
pesynbmama aubo usMeHeHue c680e20 GHeUHe20 COCMOSHUSA
(8HEWHUX C8A3CU/OMHOWEHUT).

Ilpocmont  ungpopmayuonnoii.  cucmemoii  Haz06em
cucmemy, — dJeMEeHmMbl  KOMOPOU  QYHKYuonupyiom 6
COOMBEMCMBUU C NPAGUNAMU, NOPONCOCHHLIMU OOHUM U MeM
Jce 63AUMOHENPOMUBOPEUUBIM MHOICECMEOM AKCUOM.

CnoxscHoll  UHDOPMAYUOHHOU — CUCMEMOll  HA308eM
cucmemy, Komopas cooeparcum 2aemeHmul,
@ynkyuonupylowue 6 COOMEEMCmMeUU ¢ NPAGUIAMU,

NOPOAHCOCHHBIMU OMAUYHBIMU OPYe OM Opyed MHONICECMEAMU
axcuom. Ilpu smom Odonyckaemcs, umo cpeou Hpasuil
DYHKYUOHUPOBAHUSA  PAZTUYHBIX DNEMEHMO8 MO2ym Oblmb
83aumonpomugopeuusvie npasuna u yeau. [1]

of organisation of social processes,

sistema de informacion Componentes interrelacionados
que trabajan en conjunto para recolectar, procesar,
almacenar y diseminar informacion para soportar la toma de
decisiones, la coordinacion, el control, el andlisis y la
visualizacion en una organizacion. [2]

work with information

EN information system LV informacijas sisttma RU
ungpopmayuonnan cucmema lekartu, procediiru un
personala kopums, kas ir izveidots, stradd un tiek uzturéts,
lai vaktu, uzkratu, apstradatu, uzglabatu un izmantotu
informaciju. [3]

Un systéme d'information (SI) est un ensemble organisé
de ressources (matériels, logiciels, personnel, données et
procédures) qui permet de collecter, regrouper, classifier,
traiter et diffuser de l'information sur un environnement
donné. [4]

etc. It means IS is a broad term, that can include, for
example, computer networks, the Internet, local databases
and even a personal computer with a text editor. Of
course, for our purposes we are not looking so widely,
because our main gain is to analyse social processes and
problems initiated by wide-spreading of ISs, thus, a local,
personal usage is out of range of our interest and we will
focus on its social implications rather than its technical
aspects.

However, for us a formal definition is not so
important, since in this article we look on this term more
informally, from a user’s point of view instead of a
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professional’s one. People see this term more narrowly,
because associate it with just the ISs they are using
directly and communicating with or via. We will follow
this slangy practice and say that IS is a complex of
software and data (Of course, some kind of hardware is
used by it too, however, in most cases the level of
hardware is not directly visible and accessible for end
users, so that’s why we don’t include it in our definition.)
controlled by somebody and directly used by a non-

empty set of users, where the software has an human-
accessible interface and the users are humans.

IL.

The social role of ISs was evolved over time as their
technical capabilities and accessibility have grown
together with the grow-up of information technology at
all: from partial usage in book-keeping in the 1950t to
all-level usage inside organisations in the 1990t

THE SOCIAL ROLE

Iepsvie unghopmayuonnvie cucmemvi nosGUIUCHL 8 50-x 2.
B osmu 200vt onu Owviiu npeonasnauenvl 0nA 0b6pabomku
cuemoe u paciema 3apnaamel, d peanu308bleAIUCL HA
INEKMPOMEXAHUYECKUX OYX2ANMEPCKUX CYEMHbIX MAUUHAX.
Omo npusoouno K HeKOmopoMy COKPAWEHUI0 3ampam u
BPEMEHU HA NOO20MOBKY OYMANCHBIX OOKYMEHMOE.

60-e ce. 3HAMEHYIOMCS U3SMEHEHUeM OMHOWEHUs K
uHpopmayuounvim cucmemam. Mugopmayus, nonyuennas u3
HUX, CMaia nPUMeHssmvcsi OJisi NEPUOOUYECKOU OMYEMHOCMU

no muoeum napamempam. [ua 5mozo  op2aHuzayusM
mpebo6anocL KoMnvlomepHoe 000py0osanue WUPOKO20
HasHauenus,  CnOcobHoe  00CHYICUBAMbL — MHOJICECTNBO

@yHKYyUll, a He MONBLKO 0Opabamvleamv cuema u CYumams
sapnaamy, Kak 6uL10 paree.

B 70-x - Hauane 80-x ce. ungopmayuonuvie cucmemvl
HAYUHAIOM WUPOKO UCHONb308AMbCA 8 Kayecmee cpeocmed
VAPAGIEHYECKO20 — KOHMPOTs,  NOOOEPIHCUBAIOWE20 U
VCKOPSIIOWe20 npoyecc NPUHsImusi peuteHul.

K konyy 80-x 2e. KOHyenyus  UCNOIB306aHUS
ungopmayuonnvix  cucmem  6Ho8b  usmensemcs. Onu
CMaHOBAMCS CMpame2uieckum UCHOYHUKOM UHpopmayuu u
UCNONB3YIOMC HA  8CeX YPOGHAX oOp2anusayuu  noo6oco
npouna. Hupopmayuonnvle cucmemvl 3mo20 nepuooaq,
npedoCcmassisl B0BPeMs HYJICHYIO UHGOpMAYUIo, noMo2arom
opeanuzayuu 0oCmMuub ycnexa 8 CGoell O0esmelbHOCU,
€030a6amv HOGble MOBAPbL U YCAYeU, HAXOOUMb HOBble
PpuiHKU cOvima, obecneyusams cebe 00CMOUHbIX NAPMHEPOs,
Op2aHU308bI6AMb  GbINYCK NPOOYKYUU NO HUKOU YeHe U
MHo20e Opyeoe. [1]

Strange that in such a new book the author stops with this
period. We see and would like to add three more of them.

2000%s:  instead of local applications connected via
local networks, Web-based intranet systems became
wide-spread in many organisations.

2010%s:  optional ISs of public services became
widely used by many (most? — depends on country)
people.

2020%s:  many ISs of public services became
compulsory instead of optional.

It is the last period that initiated the topic of this
article, thus, we want to talk more and deeper about it.
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II1.

The changes that have transformed ISs from corporate
instruments to mass-used technologies are more
significant than any changes that happened in the
previous half-century. A usage of ISs by professionals,
who has a choice to work or not to work at this job, is one
case, even these technologies are very different. A usage
by a private person, if this person has a choice to use or
not to use, i.e., there are alternative ways, how this person
can do what he needs — is a principally different situation,
but still with a possibility of choice. A usage by any
person (or at least by any citizen or any client), without
any alternative means of accomplishing the same tasks,
constitutes digital coercion, and it raises questions about
violations of human rights.

THE PROBLEM

IV. EXAMPLES

We will provide some local examples from Latvia, as
we have more experience with Latvian institutions and
the conference for which this article is being prepared
will be held in Latvia.

1. Banking. The majority of banking services in
Latvia are provided by private companies registered in
Latvia or other states of the European Union, as well as
by one governmental organisation, the Treasury of the
Republic of Latvia. Since the pandemic of coronavirus
began, the Treasury has provided services only remotely:

Valsts kase art turpmdak pakalpojumus sniegs tikai
attalinati. 5]

Private banking services are still available in person too,
however, a comparison of prices

Eiropas maksajumi Uz citu banku Latvija vai uz Eiropas
maksajumu zonas valsts Ekonomiskais 16:00 Internetbanka
0,36 Filiale/TB 5,00 [6]

shows that they are made so high especially, which
appears to be an effort to discourage clients from using
in-person services at all.

As a result, people are increasingly pushed to use
banking via ISs, using both administrative and financial
pressure.

2. Tax inspection. Changes to the Law on Taxes and
Fees, accepted by the Latvian parliament in 2021, but
initiated, off course, by the Inspection itself, require that
all communication with the Tax Inspection be electronic,

No ndakama gada iesniegumus Valsts ienémumu dienestam
(VID)  nodoklu  administrésanas  jautajumos nodoklu
maksataji vares iesniegt tikai elektroniski. To noteic Saeima
galigaja lasijuma piepemtie grozijumi nodokju un nodevu
likuma ... [7]

as the Inspection seeks to transition from paper to
electronic communication — around 18% of declarations
Were on paper in previous years.

VID statistika liecina, ka ik gadu apméram 18% no gada
ienakumu deklardcijam tiek iesniegtas papira veida, un to
atbilstosa apstrade VID 2017. gadd izmaksdjusi vairak neka
divus miljonus eiro, norddits anotacija. [7]
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However, even in 2023, the Tax Inspection acknowledges
that municipalities will assist in submitting declarations
in person or that the Inspection will accept paper
submissions by snail mail if individuals have no other
means of submitting them.

Valsts un pasvaldibu vienotajos klientu apkalposanas
centros (VPVKAC) ir pieejams ari jauns e-pakalpojums
“Gada ienakumu deklaracijas pienemSana”. Tas paredzéts
cilvekiem, kuriem pasSiem nav pietieckamu prasmju vai
pieredzes EDS lietoSand. Lai sanemtu So e-pakalpojumu,
cilvékam jaierodas kada no VPVKAC un jaaizpilda atlauja
jeb specialpilnvara konkréta pakalpojuma pieteikSanai.
Tadeéjadi pats klients nekliist par EDS lietotaju, bet klienta
varda So pakalpojumu, proti — Gada iendkumu deklardcijas
iesniegSanu EDS, veic pilnvarotais VPVKAC darbinieks.

Un tikai gadijuma, ja cilvékam nav nevienas no minétajam
iespéjam, gada iendkumu deklaracijas veidlapas joprojam
var izdrukat VID timek]vietné, aizpildit un nositit VID pa
pastu ... [8]

It would be a good example, how to give people a
choice in practice, if such a bad edition of the law would
not have been passed.

3. Rural Support Service. This institution has played a
significant social role since 2004, when EU subsidies for
farmers were first introduced. As many families in the
countryside rely on this cantor for financial support, it is
crucial for their livelihood. Since 2016, they only accept
area payment applications via their online IS.

Lauku atbalsta dienests (LAD) informe, ka, sakot ar So
gadu, pieteikties uz platibu maksajumiem varés tikai
elektroniski, izmantojot LAD FElektroniskds pieteiksanas
sistemu (EPS). [9]

Now, they are starting to request to send photos of fields
via their mobile application.

Vestule satur norades par fotogrdfiju uzpemSanu un
iesitisanu Lauku atbalsta dienesta mobilaja lietotné, ja plano
pieteikties Ekoshémam saistiba ar augsnes kalkoSanu,
minimalo augsnes apstradi, mineralméslu precizo izkliedi vai
augu aizsardzibas lidzek]u precizo izsmidzinasanu. [10]

Lauku atbalsta
dienesta
mobila lietotne

arT bez autorizacijas

Fig. 1. Picture from the homepage of Rural Support Service. The last
button of their mobile application is “Zinot par parkapumu” —
anybody is welcomed to become a snitch. [11]

The transition from paper maps to electronic ones had
both advantages and disadvantages, so people remained
more or less in balance. However, the invention of the
mobile application appears very concerning, both due to
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the disproportionate time it may consume and the extent
of personal data tracking.

4. Latvian National Centre for Culture. This
institution is responsible for organising nationwide
culture events, including the Song and Dance Festival (a
tradition borrowed by Latvians from Germans, including
local ones, in the XIX century). In previous years,
registering participants by printed forms was not a
problem. However, in 2023 the institution decided to use
an IS for the first time to register all participating groups
and their members. They started to require group
managers to input all information about their groups via
an online form

Straujiem soliem tuvojas XXVII Visparéjie latviesu
dziesmu un XVII deju svetki un lai veiksmigi paveiktu Svetku
registracijas procesu, ligums Jums aizpildit pielikuma
pievienoto piekrisanas dokumentu personas datu apstradei,
lai més no savas puses varétu registrét Jiusu maksliniecisko
kolektivu sistema, kura talak Jis ka kolektiva vaditajs (vai
administrativais parstavis) varésiet registrét sava kolektiva
dalibniekus. [12]

and to require members to input individual information
(including photos) personally via their mobile
application.

Lidz 19. martam aicinam registréties XXVII Visparéjo
latvieSu Dziesmu un XVII Deju sveétkiem! Lejupieladée
bezmaksas mobilo lietotni Dziesmusvétki sava viediericé
(telefona vai planseté), ievadi taja savu mobila telefona
numuru un aktivizacijas kodu. [13]

While they currently deny other full-valued registration
possibilities, there is a small possibility that they will
change it at the last moment — before July 2023.

This situation unfortunately indicates that the
management of this governmental culture organisation
does not understand the human rights aspects of being a
part of nationwide culture processes, even in cases where
individuals may not have or not want access to modern
information technology and devices.

V.

As we see, this invasion of ISs has the high potential
to violate fundamental rights, including:

POTENTIAL VIOLATIONS

1. The right to participate in social processes in a
traditional form without using information technology.

2. The right not to spend private time doing
bureaucratic tasks that should be performed by
bureaucracy itself.

3. The right to provide answers in a free form rather
than selecting from pre-written options.

4. Increase of risk of data security in comparison to
storing data on paper, including hacking, stealing, and
copying of users' private data.

5. Increased risk of unsolidarity, snitching and other
similar forms of negative social behaviour.
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Researchers and Human rights organisations (HROs)
are widely publishing reports on the increasing danger of
human rights violations in digital age, warning that
societies do not yet have mechanisms necessary to
prevent such violations.

OTHER OPINIONS

Concern is growing that governments’ commitment to their
human rights obligations is increasingly tenuous in this era
of disruption. In a very short period of time, digital
technology has transformed both the means through which
human rights are exercised, and the means through which
human rights are violated around the globe. Yet, an
understanding of how to protect human rights in the digital
context is significantly underdeveloped. [14]

Lists of potential digital vulnerabilities of human rights
have also been indicated.

we shift from conceptual to concrete real world
challenges, to explore the various ways digital technology
may negatively affect actual enjoyment of human rights ...
The Digital Divide ... Digitally Facilitated Repression ...
Violations in the Name of Security ... Systemic Cyber
Vulnerability and Digital Insecurity [16]

The human rights problems initiated by the impact of
digital technologies can also be indirect, and this lack of
visibility makes them even more dangerous.

pursue human rights challenges indirectly and
tangentially: digital technologies do not necessarily raise
human rights questions as their most compelling problems,
but their impact upon the enjoyment of human rights are
more subtle and pervasive. In other words, the human rights
impact of digital technologies may be both secondary and
second-order. [17]

These issues have been analysed even at the level of
the United Nations,

Digital technologies provide new means to advocate for,
defend, and exercise human rights and affect all types of
rights - civil and political, as well as cultural, economic and
social rights. They shape how people access and share
information, form their opinions, debate, and mobilise — they
have deeply transformed the “public square”. But they are
equally used to suppress, limit and violate rights, for instance
through  surveillance, censorship, online harassment,
algorithmic bias and automated decision-making systems.
The misuse of digital technologies also disproportionately
affects marginalized individuals and groups, leading to
inequality and discrimination - both online and offline. [15]

although there is no indication that local bureaucracy
follows any of the UN's recommendations.

From a social perspective, it is clear that digitalisation
is dangerous and should be controlled from the point of
view of human rights. However, significant effort is
necessary to push such mechanisms to start working.

Digitalisation essentially provides the infrastructural basis
for power, coercion, manipulation to flow. As long as the aim
of human rights is oriented towards stemming such excesses,
it has a role to play in the implementation and deployment of
digital technologies. But, as the different challenges made
visible from the system, network and distributor or dissipater
perspectives make clear, there is significant work that needs
to be done before human rights law mechanisms will be fit

for purpose. [17]
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Information systems (ISs) represent one of forms of
digital disruption to human rights. They may be more
acutely felt by individuals because they directly affect
them, rather than operating through some mechanisms of
social dispersion, as it happens with other IT
developments. This does not necessarily mean that ISs
are more dangerous, but it does mean that they are at
least more unsettling. And they seem like a step towards
a tight automated control of individuals, including
permanent biometric monitoring — for instance, banking
experts in Latvia predict that this will be implemented
within ten years.

CONCLUSIONS

Otra lieta, kas biis péc desmit gadiem jeb precizak, kas
nebiis — nebiis maksajumu kartes ka fizisks objekts. Tas biis
izzuduias. Sada veida objekti ka identifikatori vairs nebiis
nepiecieSami, jo pats cilveks var biat pats lielisks
identifikators. Pa vidu nav nepieciesams kaut kads elements,
kas apliecina, kas jis esat. [18]

After a relatively long period of development in the
direction of greater respect for human rights on a global
scale, there is now a sense of rollback, both due to the
rise of computational technologies, particularly so called
artificial intelligence, and some political events, such as
the unusually large-scale war in Europe — the Russian
invention in Ukraine. We hope that the world will not
degenerate to the point where the risks posed by the
invasion of information systems are ignored.

For now, it is important for everyone to be socially
active in order to minimise the impact of the invasion of
ISs. One way to do this is to urge authorities to maintain
or establish non-digital alternatives for every service they
provide.
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